

B

e 
aw

ar
e 

of
 w

ha
t 

yo
ur

 t
ee

ns
 a

re
 

   
   

po
st

in
g 

pu
bl

ic
ly

.


C

o
n

si
d

er
 ti

m
e 

lim
ita

tio
ns

 o
n 

el
ec

tr
on

ic
 

   
   

co
m

m
un

ic
at

io
n.


B

ec
om

e 
co

m
pu

te
r 

lit
er

at
e 

an
d

 g
et

 to
 

   
   

  k
n

o
w

 t
h

e 
se

rv
ic

es
 y

o
u

r c
h

ild
 u

se
s.


Co

ns
id

er
 u

si
ng

 f
ilt

er
in

g 
or

 m
on

ito
rin

g 
   

   
so

ft
w

ar
e 

fo
r 

yo
ur

 c
om

pu
te

r. 
  


 M
ac

 O
S 

X
 L

eo
p

ar
d

  
   

   
   

  w
w

w
.a

p
p

le
.c

o
m

/m
ac

o
sx

/f
ea

tu
re

s/
   

   
   

  p
ar

en
ta

lc
o

n
tr

o
ls

.h
tm

l
  


 M
ic

ro
so

ft
 W

in
d

o
w

s 
7 

   
   

   
  w

w
w

.w
in

d
o

w
s.

m
ic

ro
so

ft
.c

o
m

/e
n

-u
s/

   
   

   
   

   
 

   
   

   
  w

in
d

o
w

s7
/S

et
-u

p
-P

ar
en

ta
l-

C
o

n
tr

o
ls

  
  


 M
ic

ro
so

ft
 W

in
d

o
w

s 
V

is
ta

 
   

   
   

  w
w

w
.g

am
es

fo
rw

in
d

o
w

s.
co

m
/i

sy
o

u
rf

am
ily

se
t

  


 M
ic

ro
so

ft
 W

in
d

o
w

s 
X

P
   

   
   

  w
w

w
.w

in
d

o
w

s-
h

el
p

-c
en

tr
al

.c
o

m
/

   
   

   
  p

ar
en

ta
l-

co
n

tr
o

ls
-i

n
-w

in
d

o
w

s-
xp

.h
tm

l


S

ha
re

 a
n 

e-
m

ai
l a

cc
ou

nt
 w

ith
 y

ou
r 

ch
ild

 
   

   
so

 y
o

u
 c

an
 o

ve
rs

ee
 h

is
 o

r h
er

 m
ai

l.

*S
ta

rt
 t

h
is

 c
o

m
m

u
n

ic
at

io
n

 a
s 

ea
rl

y 
as

 p
o

ss
ib

le
 

an
d

 a
g

e 
ap

p
ro

p
ri

at
el

y.
  e

.g
.  

 
  


 “W
h

at
’s 

yo
u

r f
av

o
ri

te
 t

h
in

g
 to

 d
o

 o
n

lin
e?

” 
  


 “S
h

o
w

 m
e 

th
e 

fu
n

n
ie

st
 Y

o
u

Tu
b

e 
vi

d
eo

.” 
  


 “L
et

’s 
p

la
y 

yo
u

r f
av

o
ri

te
 o

n
lin

e 
g

am
e.

”  

So
m

e 
th

in
g

s 
yo

u
 c

an
 a

sk
:  

 
  


 “W
h

at
 s

it
es

 w
ill

 y
o

u
 v

is
it

?”
 

  


 “W
h

o
 w

ill
 y

o
u

 b
e 

ta
lk

in
g

 to
?”

  
  


 “H
o

w
 lo

n
g

 w
ill

 y
o

u
 b

e 
o

n
lin

e?
”

So
ur

ce
s:

 N
et

Sm
ar

tz
, W

eb
 W

is
e 

Ki
ds

, F
BI

, H
aw

ai
i 

In
te

rn
et

 C
ri

m
es

 A
ga

in
st

 C
hi

ld
re

n

D
ep

ar
tm

en
t 

of
 t

he
 A

tt
or

ne
y 

G
en

er
al

C
ri

m
e 

Pr
ev

en
ti

o
n

 &
 J

u
st

ic
e 

A
ss

is
ta

n
ce

 (C
PJ

A
) D

iv
is

io
n

C
ri

m
in

al
 J

u
st

ic
e 

D
iv

is
io

n
,

H
aw

ai
i I

n
te

rn
e

t 
&

 T
e

ch
n

o
lo

g
y 

C
ri

m
e

s 
(H

IT
e

C
) 

U
n

it

Th
is

 p
ro

je
ct

 w
as

 s
u

p
p

o
rt

ed
 in

 p
ar

t 
b

y 
A

w
ar

d
 

N
o.

 2
00

8-
C

S-
W

X
-0

00
7 

fr
o

m
 t

h
e 

C
h

ild
 S

ex
u

al
 

Pr
ed

at
o

r P
ro

g
ra

m
, O

ffi
ce

 o
f C

o
m

m
u

n
it

y 
O

ri
en

te
d

 
Po

lic
in

g
 S

er
vi

ce
s, 

U
.S

. D
ep

ar
tm

en
t 

o
f J

u
st

ic
e.

  
Th

e 
o

p
in

io
n

s, 
fin

d
in

g
s, 

an
d

 c
o

n
cl

u
si

o
n

s 
o

r 
re

co
m

m
en

d
at

io
n

s 
ex

p
re

ss
ed

 in
 t

h
is

 p
re

se
n

ta
ti

o
n

 
o

r p
u

b
lic

at
io

n
 a

re
 t

h
o

se
 o

f t
h

e 
au

th
o

r a
n

d
 d

o
 n

o
t 

n
ec

es
sa

ri
ly

 re
p

re
se

n
t 

th
e 

o
ffi

ci
al

 p
o

si
ti

o
n

, v
ie

w
s, 

o
r p

o
lic

ie
s 

o
f t

h
e 

U
.S

. D
ep

ar
tm

en
t 

o
f J

u
st

ic
e.

D
ec

em
b

er
 2

01
0

Lo
ca

l R
es

ou
rc

es

H
aw

ai
i I

nt
er

ne
t 

Cr
im

es
 A

ga
in

st
 C

hi
ld

re
n 

Ta
sk

 F
or

ce
D

es
cr

ip
tio

n:
 C

o
n

ta
in

s 
ed

u
ca

ti
o

n
 a

n
d

 
p

re
ve

n
ti

o
n

 re
so

u
rc

es
 to

 p
ro

te
ct

 t
h

e 
ch

ild
re

n
 

o
f H

aw
ai

i i
n

 c
yb

er
sp

ac
e.

 
W

eb
si

te
: w

w
w

.h
ic

ac
.c

o
m

S
ta

te
 o

f 
H

aw
ai

i
D

ep
ar

tm
en

t 
of

 t
he

 A
tt

or
ne

y 
G

en
er

al
H

aw
ai

i I
nt

er
ne

t 
&

 T
ec

hn
ol

og
y 

Cr
im

es
 U

ni
t

D
es

cr
ip

tio
n:

 P
ro

vi
d

es
 In

te
rn

et
 s

af
et

y 
re

so
u

rc
es

.
Ph

on
e:

 (8
08

) 9
74

-4
00

0 
ex

t. 
74

11
1 

H
aw

ai
i

Ph
on

e:
 (8

08
) 2

74
-3

14
1 

ex
t. 

74
11

1 
K

au
ai

Ph
on

e:
 (8

08
) 9

84
-2

40
0 

ex
t. 

74
11

1 
M

au
i

Ph
on

e:
 1

-8
00

-4
68

-4
64

4 
ex

t. 
74

11
1 

   
   

   
   

  M
o

lo
ka

i &
 L

an
ai

Ph
on

e:
 (8

08
) 5

87
-4

11
1 

O
ah

u
W

eb
si

te
: w

w
w

.h
it

ec
h

cr
im

es
.c

o
m

N
at

io
na

l R
es

ou
rc

es

Cy
be

rt
ip

lin
e.

co
m

D
es

cr
ip

tio
n:

 T
o

 re
p

o
rt

 c
h

ild
 e

xp
lo

it
at

io
n

. 
24

-H
ou

r 
H

ot
lin

e 
#

: 1
-8

00
-8
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-5

67
8

iK
ee

pS
af

e.
or

g
D

es
cr

ip
tio

n:
 P

ro
vi

d
es

 In
te

rn
et

 s
af

et
y 

ed
u

ca
ti

o
n

al
 re

so
u

rc
es

 fo
r c

h
ild

re
n

 o
f a

ll 
ag

es
.

N
et

S
m

ar
tz

.o
rg

D
es

cr
ip

tio
n:

 A
n

 in
te

ra
ct

iv
e 

re
so

u
rc

e 
to

 te
ac

h
 

ch
ild

re
n

 h
o

w
 to

 s
ta

y 
sa

fe
 o

n
lin

e.

W
eb

W
is

eK
id

s.
or

g
D

es
cr

ip
tio

n:
 F

o
cu

se
s 

o
n

 b
u

lly
in

g,
 b

lo
g

g
in

g,
 

so
ci

al
 n

et
w

o
rk

in
g,

 o
n

lin
e 

p
re

d
at

o
rs

, a
n

d
 m

o
re

.



W
hat Parents N

eed to Know

 
 

CY
B

ER
B

U
LLY

IN
G

: 
 

 
Th

e act of p
ickin

g
 on

 oth
er 

 
 

p
eop

le, tryin
g

 to h
u

m
iliate 

 
 

an
d

 in
tim

id
ate th

em
 th

rou
g

h
 

 
e-m

ail, text m
essag

es, w
eb

 
 

p
osts, an

d
/or in

stan
t m

essag
es.


Fact: O

n
e in

 3 o
n

lin
e teen

s h
ave 

        exp
erien

ced
 o

n
lin

e h
arassm

en
t. 


Law

: H
arassm

en
t b

y Im
p

erso
n

atio
n

  
 To

 h
arass, an

n
oy, o

r alarm
 an

y p
erso

n
 b

y 
          telep

h
o

n
e, fax, e-m

ail w
ith

o
u

t p
u

rp
o

se o
f 

          leg
itim

ate co
m

m
u

n
icatio

n
.  

  
 To

 p
o

se as an
o

th
er p

erso
n

.  
  

 To
 sp

read
 p

erso
n

al in
fo

rm
atio

n
 o

f an
y 

          p
erso

n
 b

y an
y electro

n
ic m

ean
s w

ith
o

u
t 

          th
e au

th
o

rizatio
n

 o
f th

at p
erso

n
 w

ith
 th

e 
          in

ten
t to

 h
arass, an

n
oy, o

r alarm
 th

is  
          p

erso
n

.
     M

axim
um

: 1 year in jail or 1 year probation

 
 

O
N

LIN
E PR

ED
A

TO
R

S
: 

 
 

A
n

 ad
u

lt In
tern

et u
ser w

h
o

 
 

 
exp

lo
its vu

ln
erab

le ch
ild

ren
 

 
 

o
r teen

s, u
su

ally fo
r sexu

al o
r 

 
 

o
th

er ab
u

sive p
u

rp
o

ses.


Fact: N
in

e o
u

t o
f 10 p

aren
ts w

ill n
ever 

        kn
o

w
 th

at an
y in

ap
p

ro
p

riate co
n

tact h
as 

        o
ccu

rred
.


Law

: Electro
n

ic En
ticem

en
t o

f a C
h

ild
  

 A
n

y p
erso

n
 w

h
o

 u
ses a co

m
p

u
ter o

r an
y 

          o
th

er electro
n

ic d
evice to

 co
m

m
u

n
icate 

          w
ith

 a m
in

o
r u

n
d

er th
e ag

e o
f 18 to

 
          p

ro
m

o
te o

r facilitate a felo
n

y o
r travels to

 
          m

eet th
e m

in
o

r.
     M

axim
um

: -10 years in prison
 

            - Registered as a sex offender
 

            - Sex offender treatm
ent

 
 

S
EXTIN

G
: 

 
 

Th
e act o

f sen
d

in
g

 sexu
ally 

 
 

exp
licit m

essag
es o

r im
ag

es 
 

 
electro

n
ically.


Fact: O

n
e in

 5 teen
s (13-19 years o

f ag
e) 

        h
ave sen

t/p
o

sted
 n

u
d

e o
r sem

i-n
u

d
e 

        p
ictu

res o
r vid

eo
s o

f th
em

selves.


Law
: P

ro
m

o
tin

g
 C

h
ild

 A
b

u
se 

  
 Pro

d
u

ces o
r p

articip
ates in

 th
e 

          p
rep

aratio
n

 o
f ch

ild
 p

o
rn

o
g

rap
h

y.
     M

axim
um

: 20 years in jail 
  

 R
ep

ro
d

u
ces ch

ild
 p

o
rn

o
g

rap
h

y w
ith

 
          in

ten
t to

 d
issem

in
ate.

     M
axim

um
: 10 years in jail or 5 years probation

  
 Sto

res d
ata th

at co
n

tain
s an

 im
ag

e o
r 

          ch
ild

 p
o

rn
o

g
rap

h
y.

     M
axim

um
: 5 years in jail or 5 years probation

 
 

S
O

CIA
L N

ETW
O

R
KIN

G
: 

 
 

A
 w

eb
site th

at en
ab

les u
sers 

 
 

to
 create p

u
b

lic p
ro

files an
d

 
 

 
fo

rm
 relatio

n
sh

ip
s w

ith
 o

th
er 

 
 

u
sers w

ith
in

 th
e sam

e w
eb

site.


Fact: 45%
 o

f teen
s h

ave b
een

 asked
 fo

r 
        p

erso
n

al in
fo

rm
atio

n
 fro

m
 p

eo
p

le th
ey d

o
 

        n
o

t kn
o

w
.


Law

: Th
e C

h
ild

ren
’s O

n
lin

e P
rivacy  

 
   P

ro
tectio

n
 A

ct (C
O

P
PA

) 
  

 G
ives p

aren
ts co

n
tro

l over w
h

at 
          in

fo
rm

atio
n

 is co
llected

 o
n

lin
e fro

m
 th

eir 
          ch

ild
ren

 u
n

d
er th

e ag
e o

f 13 an
d

 h
o

w
 

          su
ch

 in
fo

rm
atio

n
 m

ay b
e u

sed
.

  
 Provid

es p
aren

ts access to
 th

eir ch
ild

’s 
          p

erso
n

al in
fo

rm
atio

n
 an

d
 th

e 
          o

p
p

o
rtu

n
ity to

 d
elete th

e ch
ild

’s 
          p

erso
n

al in
fo

rm
atio

n
 an

d
 o

p
t-o

u
t o

f 
          fu

tu
re co

llectio
n

 o
r u

se o
f th

e 
          in

fo
rm

atio
n

.
     M

axim
um

: - W
ebsite w

ill term
inate services 

 
              provided to child.

W
hat Can Parents D

o?

K
eep

 an
 o

p
en

 co
m

m
u

n
icatio

n
 w

ith
 yo

u
r 

ch
ild

 ab
o

u
t th

eir o
n

lin
e lives. * Talk to

 yo
u

r 
ch

ild
 ab

o
u

t yo
u

r In
tern

et safety co
n

cern
s in

 a 
p

o
sitive w

ay.
 

Instruct your child:
  

 to
 n

ever arran
g

e a face-to
-face m

eetin
g

 
          w

ith
 so

m
eo

n
e th

ey m
et o

n
lin

e;
  

 to
 n

ever u
p

lo
ad

 (p
o

st) p
ictu

res o
f 

          th
em

selves o
n

to
 th

e In
tern

et o
r o

n
to

 an
           

          o
n

lin
e service fo

r p
eo

p
le th

ey d
o

 n
o

t 
          p

erso
n

ally kn
o

w
;

  
 to

 n
ever g

ive o
u

t id
en

tifyin
g

 in
fo

rm
atio

n
 

          su
ch

 as th
eir n

am
e, h

o
m

e ad
d

ress, sch
o

o
l 

          n
am

e, o
r telep

h
o

n
e n

u
m

b
er;

  
 to

 n
ever d

o
w

n
lo

ad
 p

ictu
res fro

m
 an

 
          u

n
kn

o
w

n
 so

u
rce, as th

ere is a g
o

o
d

 
          ch

an
ce th

ere co
u

ld
 b

e sexu
ally exp

licit 
          im

ag
es;

  
 to

 n
ever resp

o
n

d
 to

 m
essag

e o
r b

u
lletin

 
          b

o
ard

 p
o

stin
g

s th
at are su

g
g

estive, 
          o

b
scen

e, b
ellig

eren
t, o

r h
arassin

g
;

  
 th

at w
h

atever th
ey are to

ld
 o

n
lin

e m
ay 

          o
r m

ay n
o

t b
e tru

e;
  

 to
 n

o
t resp

o
n

d
 to

 o
ffen

sive o
r d

an
g

ero
u

s 
          e-m

ail, ch
at, o

r o
th

er co
m

m
u

n
icatio

n
s;    

  
 to

 tell yo
u

 if th
ey see so

m
eth

in
g

 th
at           

          m
akes th

em
 feel scared, u

n
co

m
fo

rtab
le, 

          o
r co

n
fu

sed
;

  
 to

 keep
 th

e o
ffen

sive o
r d

an
g

ero
u

s 
          e-m

ail; tu
rn

 o
ff th

e m
on

itor, an
d

 contact 
           local law

 en
forcem

ent.  


Keep the com

puter in a com
m

on area.  
  

 D
o

n’t th
in

k o
f th

e In
tern

et as a b
ab

ysitter.  
          K

id
s on

 th
e In

tern
et n

eed
 ad

u
lt           

          su
p

ervision
.  M

on
itor you

r ch
ild

’s activities.


