Control 1—Dual Signature. Checking and investment accountsshould be subject to a dual-signature requirement. Some organizations find this inconvenient. When it comes to this most basic control, inconvenience is largely irrelevant. However, it is acceptable and possible to set the requirement so that two signatures are required for checks above a threshold amount (e.g., over $500). 

This control is only meaningful if the two signers are independent of each other. In other words, the CFO and someone she supervises should not be the two authorized signers. Additionally, efforts to minimize the inconvenience by pre-signing checks defeat the control. It may make sense to have an alternative third signer designated so that vacations don't slow payments. 

If the organization utilizes wire transfers, those should also be subject to dual signatures. 

Control 2—Bank Statement Reconciliation. The organization's bank statements should be reconciled on a monthly basis by someone who does not have signature authority over the checking accounts or who reports to someone who does. Each check should be compared against appropriate purchase orders and receipts to verify that the expenditure was authorized. 

Control 3—Eliminate Cash. Cash is particularly susceptible to theft. Organizations should eliminate the use of cash to the extent possible. For example, rather than passing the Sunday collection plate, churches should consider asking members of the congregation to enroll in a weekly automated withdrawal program. 

When cash is unavoidable, organizations should adopt a "belt and suspenders" approach to protecting it. Two people should be at the collection point. They should count it, and a third person should take the money to the bank for deposit. Counts should be recorded and reconciled. Organizations may want to consider video monitoring when there is a central collection point—a box office. But before setting up the cameras, organizations should talk with a lawyer versed in privacy and labor law (video surveillance may constitute an unfair labor practice--the specifics are beyond our knowledge) 

If an organization is selling food or beverages, it should consider a ticketing system. The food vendors don't handle cash, they only accept tickets. Organizations that rely on cash registers might consider offering the customer a reward if the cash register receipt does not match the amount displayed by the cash register. 

Control 4—Approved List of Vendors. Organizations should only purchase goods from an approved list of vendors. This provides protection from phony invoices submitted by insiders. Before adding a vendor to the list, the organization should verify the vendor's address (avoid P.O. boxes), check to see whether the vendor is registered to do business in the state and is in good standing with the secretary of state, run a credit check, and obtain a Dun & Bradstreet or other comparable report on the vendor.  Contracts should include a right to audit clause.  The organization will not audit every contract, but if fraud is suspected, the organization can then invoke the clause to inspect the vendor's internal records. 

Control 5—Tightly Control the Payroll List. Many charities have discovered ghost employees on their payrolls. To minimize this risk, organizations should tightly control the payroll list by developing a system of reports between payroll/accounting and the HR department. When an employee is hired or leaves, HR should notify the payroll department immediately. The organization should limit who is authorized to add and remove employees from the payroll. 

Charities should also consider using third-party payroll processors. There is still a risk of ghost employees, but a third party processor probably makes it more difficult for insiders to game the system. Moreover, payroll is a tedious process, which requires constant adjustments for changes in withholding rates. By outsourcing this function, the organization reduces the need to develop and maintain specialized knowledge. 

Control 6—Control Expense Reimbursements. Organizations should require all otherwise reimbursable expenses to be pre-authorized. Travel and entertainment expenses should be governed by a clearly articulated written policy which is provided to all employees. Preauthorized expenses should only be reimbursed if original receipts and other supporting documentation are submitted with the reimbursement request. The policy should require timely submission of reimbursement requests. When an expense is reimbursed, the original receipt should be stamped paid. 

The executive director's reimbursable expenses should be subject to regular and periodic review by the board or a board committee (e.g., compensation). 

Corporate credit cards should be avoided at all cost. When unavoidable, the cards should be tightly controlled and the statements should be reviewed by someone who is not authorized to use the credit cards. 

Control 7—Take Physical Inventories. Physical inventories should be taken on a regular and periodic basis and then be reconciled against the inventories carried on the books. These inventories should include inventories of computer equipment, cell phones, and other like items. 

Control 8—Rely on Budgets. Every organization should develop an annual budgeting process. The nonprofit's employees should prepare the budget, but the board should review and approve it. The review process probably is best handled by the board's finance committee. Whoever reviews the budget, they should focus on the underlying assumptions. Should the budget assume grants will increase at the rate of inflation or be renewed? Will levels for services remain the same, or significantly increase, possibly resulting in significant overtime? 

The budget should be prepared on an organizational-wide basis, as well as by operating segments. This is particularly important in the case of organizations that rely on restricted endowments and grants. A grant may be restricted, meaning that it can be used to fund a particular activity, but not used to cover an operating deficit attributable to another activity. 

At each board meeting, the board should review actual results compared against the budget. The board should then focus on material variances (e.g., actual personnel expenses exceed budgeted personnel expenses by 20%). The board should ask management to provide it with concrete plans to address problematic variances. 

Control 9—Competitive Bidding. Organizations should utilize a competitive bidding process for purchases above a certain threshold. In reviewing bids, organizations should look for evidence of collusion. For example, if two vendors alternate as high and low bidders, they may be colluding.  Organizations should also be wary of requirements that are meaningless.  This may be evidence that an insider is trying to direct a grant to someone who is providing the insider with a kickback. 

Control 10—Obtain Grant Administration Knowledge. Organizations that regularly received grants with specific requirements should have someone who is thoroughly versed in grant administration. This person should understand allowable and unallowable costs, overhead recovery, matching requirements, audit and accounting requirements, conflict-of-interest limitations, procurement and competitive bidding requirements, close-out requirements and reporting, and the many other issues that come with grants. 

Those are Jack's top ten financial controls. They will not prevent all theft, embezzlement, or financial fraud, but they will help organizations reduce the likelihood of becoming a victim. 

In addition to these financial controls, organizations should also adopt the following internal controls/policies: (i) conflicts-of-interest policy; (ii) whistleblower policy; (iii) record retention policy; and (iv) solid employment policies. 

Too many organizations rely on their annual audit by an independent auditor to protect the organization against fraud. This is a gigantic mistake. The purpose of an audit is not to detect fraud, but to certify the accuracy of the financial statements.

